
Esquire LLC 

Email: 

P.O. Box931 
Medfield, MA 02052 

September 6, 2024 

Johanna Oliver 
Attorney, Disclosme Unit 
U.S. Office of Special Counsel 
1730 M Street, N.W., Ste. 300 
Washington, DC 20036 

Re: DI-23-000586 

Dear Ms. Oliver: 

Kindly consider this document to constitute response to the 
TSA Investigative Rep01t dated Jlme 27, 2024 and submitted to OSC via cover letter 
dated July 24, 2024. For the reasons set forth below, OSC should deem TSA's report to 
be inadequate and refer it back to TSA for further investigation and action. 

Exposure of Security Gap 

TSA INV concludes in its rep01i that there was no violation of any rnle, law or 
regulation and as such TSA has taken no action and plans to take no action as a result of 
the investigation. The premise upon which this conclusion and dete • • • 

nMiliiili~ialilte. following statement: "The investigation dete1mined that 
used by BOS employees to test the AITs was not 

-..,...,..~~ ---------which the AIT was designed to identify." 

The problem with this statement is that it does not answer the fundamental, and 
more impo1iant question, of whether or not the AITs, and their algorithms, SHOULD be 
designed or programmed to detect threats of this nature. Why are the AITs designed and 
or programmed NOT to detect threats of this nature? If they are not designed or 
programmed to detect threats of this nature, does this not indicate that there is a serious 
gap in TSA screening protocols which can be easily be exposed by would be assailants 
and other bad actors? 

The TSA INV rep011 indicates that while the AITs are not 
designed to detect threats 

l=l;;,i-;;;;a;;=a~;,,-=;i;;;;mi 
detectable by x-ray and pat- owns w ic. 11s w ere 
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be reassuring, this statement emphasizes the exact concern which~as 
raising in this disclosme. The AITs as either desi ed or ro ·ammed TSA INV re 01i 
does not reall clari which 

~==::;;::===;==;;::==~;::=:;::::::;;::===;;;===:;:::=;==:;:=I 
yet they are the only fonn of physical screening most ( or many) 

passengers go t ouo efore boarding an aircraft. Does this not suggest that there is a 
major security vulnerability within our ai.tports which needs to be addressed? 

The TSA INV repo11 reveals that the AITs ai-e designed and programmed to detect 

was "not mten e to e scanned 
through the AIT" and "was not intended or authorized to be scanned through the AIT". 
While meant to be reassuring, these statements do the opposite as they establish that the 
AITs appear to be quite limited in thei.t· ability to detect foreign objects. The 
effectiveness of aiiport screening lies in its ability to detect all possible threats, or at least 
as many of them as possible. The TSA INV repo1i provides no info1mation as to the 
actual limitations of the AITs in question but instead suggests that they are ve1y limited 
in being able to detect items which are "not created for the AIT" or not designed with the 
intent to be recognized by the AIT. Unless we live in a world where those wishing to do 
us hann are inclined to check with TSA first whe.1g:,,""""""""""""""""""""""""""""""""""""~f choice, 
tl1e TSA INV rep011 and its justifications for why III rwas not 
detected by the AIT leaves much to be desired. 

TSA's INV repo1i's explanation is fmiher concerning when one looks at the 
• n question. The TSA INV re 011 i.t1dicates 

thaqt because th bowed "severe degradation" 

IL ...... -----------Jl•••~hich would trigger an AIT alrum. The TSA 
INV report irt er suggests t at t e age of the device was a factor i.t1 the AIT' s ability to 
detect it. Neither of these explanations should provide OSC with any comfo1i in this 
matter. 
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onto an airplane in such a manner. 

It is interestin to note that ~ nds his statement of Janua1y 29, 2024 by 
indicating that __ ,....... was beino sent for testing to dete1mine if its 
characteristics were m me This statement suggests that the _ 
item was being tested on all fronts, from chemical com osition to h sical makeu to 
dete1mine if from the machine's perspective 

. It is noted that the·•--!1111--~--~•·hen received by the 
___ a_ orat01y; however there is no info1mation as to the condition of the-

at the time of the events at issue. In addition, while the TSA INV repo1i 

Is this not really the question 
when he brought this matter to the attention of the Agency? 
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How does TSA reconcile its ex lanation in the TSA INV re 01t as to wh~ 
with~ 

common eve1y day experience of vi1tually eve1y person who has ever flown wherein so 
much as a small item left in a ocket or a unremoved belt triooers a call for additional 

. In 1s statement, tate 1at t e AIT was oo mg or "a nonna 
person, with n01mal pa1ts within a n01mal range". According to- "eve1ything 
matters" from the person's height, to their weight, how they can~ ht, what they 
are wearing and what is underneath their clothes. It is unclear from- statement 
whether the system is designed to ala1m if it detects something outside the SOP 
guidelines or whether the system effectiveness is diminished should it detect something 
outside the SOP guidelines. One would think that- hes stem would alaim anytime it 
detects something outside of the SOP guidelines; statement that a TSO wearing 
a TSAjacket would affect the machine' s perfo1mance without indicating that the same 
would trigger an alarm is ve1y concerning. To think that TSA's AIT security is that 
vulnerable to deception is a scary proposition and one not explained at all by this TSA 
INVrepo1t. 

Moreover, TSA's INV report is inherently contradicto1y. In one sentence it says 
that the purpose of the Pelican Case and the items therein is to provide eve1y security 
officer an o 01tuni . to ph sicall and visuall ins ect historical and trendino threat 
devices. 

Which is it? And of what benefit is it to have employees observe, 
touch and visualize items which TSA is admitting in this repo1i DO NOT mimic actual 
explosives which its technology will detect while labeling them as such and telling their 
employees that they do? 

This Report of AIT Failures Cannot be Viewed in a Vacuum 

The TSA INV rep01t approaches this matter as if it was a one off, singulai·, event 
and without consideration and investigation into highly relevant background infonnation 
and context. TSA's INV repo1t suggests that at no time were questions asked of anyone 
as to whether or not similar instances or failures had been observed with the AITs. 
Specifically, TSA's INV report makes no mention of the fact that d •• T 
idr.d~WM~~~~~m.W~~~~~ player entered the AIT with a.__~===a 

he AIT similar! failed to detect its presence and 
alaim. This incident with thell>MO-------~ occmTed on March 3, 2023, just a 
week prior to the March 11 , 2023 and was known senior leadership at BOS TSA. This 
incident was referenced by Mr~ his initial communications and emails to 
leadership at the time he reported the March 11, 2023 incident. It was because there were 
two instances of an apparent failure to detect involving that 
~ ade the recommendation to take the AITs out o • service on Marc 11 , 
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2023. This incident involving the 
whistleblower complaint. 

Failure to Act/Improper Investigation 

was also referenced in his initial 

The TSA INV report purports to have investigated whether leadersh... at TSA 
BOS acted properly in response to the disclosure brought to its attention to 
- Unsurprisingly the TSA INV repo1ts concludes that they did. However, t s 
finding is clearly self-serving, based on incomplete facts and a is the product of an 
investigation done with the conclusion predete1mined. In suppoli of this harsh criticism 
the following is noted: 

The TSA INV repo1t indicates that upon recei repo1ting on 
March 11, 2023 that three AIT's failed to detect _________ SA senior 
leadership took the following action: 1) They instrncted that the AIT' s be recalibrated 
and put back into service; 2) Initiated a Priority One service ticket which was then 
downgraded to a Priority Two. The Priority Two service was completed two days later 
on March 13, 2023. Based on these actions, TSA INV report concludes that senior 
leadershi acted a ro riatel u on learnin that its AIT's could not, and did not, detect a 

Missing from the TSA INV repo1t is the fact that rather than conduct an actual 
~ tigatiao iota whether or not the AIT's should have detected the-
1_ :: J of an individual, senior leadership at ~ 
L------•a-ry~ b-as- ead!jllinvestigation into what was labeled the "Unauthorized 

-

f and Tampering with Screening Equipment." Rather than interview­
nd the other subordinate employees involved in the March 11, 2023 incident to 

learn more about exactly what occuned in an effort to asce1tain if there was an actual 
security gap or weakness, senior leadersiii at Boston focused its attention on how the 
subordinate employees, including TSM came to learn of this potential security 
weakness with the intent to discipline tliem or coming across this knowledge. These 
actions on the pa1t of senior leadership f01med the basis of a whistleblower retaliation 
complaint filed b- -23-0001439. This claim was subsequently 
settled. 

Fluther evidencing TSA senior leadership 's failed response to the concerns raised 
by - an be found in the false, misleading and deceptive inf01mation said 
lea~rovided to OSC's disclosure un~hen asked by OSC 
to explain what action, if any, it took in response t~ disclosure, senior 
leadership at TSA BOS responded that it had ordered an investigation and fact finding. 
Based on these Inisrepresentations by TSA BOS senior leadership, OSC in~ 
was set to close this disclosure matter. It was only after, and as a result of­
- nfo1ming OSC that the only investigation being conducted by TSA BOS was the 
disciplina1y based investigation into the Unauthorized Testing and~ with 
Screening Equipment and not into whether the AITs were Inissing-
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~ and imploring OSC to obtain a copy of that Fact Finding to confnm the same, 
di~efer this matter for investigation. Had TSA BOS senior leadership had its way, 
this matter would have been completely whitewashed and never brought to the attention 
of anyone outside of Boston Logan. 

Consistent with this statement the TSA INV report reveals that TSA BOS never 
brought the concerns raised b to the attention of headquarters. We 
know this to be trne because m 1cates t iat had BOS reached out to HQ about the 
AIT issue he would have been one of the people notified. He received no such 
notification and only became aware of this matter through other channels. Specifically, 
- indicates that this complaint never came to him through his n01mal course of 
=s. As such, he never spoke to local TSA to discuss the matter. All context he 
received came from through the Congressional Inquiry, OSC and the Investigative Team 
which occmTed months after the fact. 

In her statement- attempts to fault - for allowing "m1authorized 
testing" and for not having "as clear a working knowledge of the technology as he should 
have." Th.is statement c01ning from the same individual whose immediate reaction to a 
~:iai~~f! lfrat: the AITs may not be detecting known threats in the fonn 

as not to authorize an investigation into whether or not the 
AITs were missing possible threats, was not to notify TSA headquruiers, but was instead 
to launch an investigation entitled "Unauthorized Testing and Tampering with Screening 
Equipment." Does this sound like a person whose primruy concern is the public safety? 
Does this sound like a person who wants to hear concerns from staff on the ground and 
who is willing to take such concerns seriously? Or, instead, does this sound like a person 
who wants to simply put in her 8 hours, toe the company line and have those below her 
be feru-ful of reporting what they see? 

~10t having a working knowledge of the technology, OSC is refetTed 
to - Memorandum of March 14, 2023 in which he expresses 
dissatisfaction the TSA BOS leadership's explanation that "recent changes in the AIT 
algorithms downloaded to the AIT equipment to accommodate the concerns expressed 
recentl b some assen ers ma be the explanation for the AIT's fai~in to ick u the 

n 03/11/2022 and by inference, the 
in the BOS FET test on 03 03 2023". The 

problem with this explanation offered by TSA BOS Leadership on or before March 14m 
2023 is that according to the TSA INV report those changes to the AITs had not yet been 
made in Boston. The changes to the algorithm being refe1Ted to did not occur in Boston 
until March 20 ,2023 accordin~astin. This begs the question. Was BOS leadership 
purposely being misleading to - on or before March 14, 2023 or did TSA BOS 
senior leadership not have working knowledge of the technology being used in its airport. 

The fact of the matter is that on the da was told b 
his subordinates 
- and th•a-t .,.in_d..,iv_,i_,d_u..,al,_w- en_t_t,._hr_o_u_g"'"h-t"""he_ A_,I.,..T-, ""'th_e_t_n-ac""'hin .... - e-...di .... d"'"n_o_t_a""'lai_m ____ _ 

Whether the action of the employee was authorized or not was, in the mind of-
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~ holly seconda1y to whether or not there was a securi 
screenin e ui ment. Wh would the machine not alann 

That should have been the question on the minds 
E=o:;:f ::::;th=e::::;F;;;:S:;;:::;D~ , t:::;:h=e::::;D;;::;F;;;:S;=.D;;;:=a=n::::;d;::::t;:::h=e ==;AF::::;;;;:::;S;::;;:iD when Mr. - rought this info1mation to their 
attention. It is the question which remains on Mr. - mind to this day regardless of 
whether the machines pass recalibration or not. 

It is :insulting that ~ ould comment that ~ id not have a clear 
working knowledge of the technology especially when the TSA INV report reveals that 
D,Qt a si:J-cu1estion;d or interviewed could answer the question of whe.ther or not 

C, ;.:;~ ====;;;;;-;;a:1\lat issue should have triggered an alaim when concealed in 
lr1="=""";;;;;;;;;;;;;;;;;;a;;;~ · AIT Prograin Manager- cl not know the answer to that question 

when initially inte1viewed. Nor could ~y Explosive SJ:)ecialist- nswer 
that question when he was asked. Yet ~ riticized TSM- or taking the 
prndent course of action by removing the AITs from se1vice and reporting what he 
obse1ved. 

To this day, over a year later and as argued above, it is lmce1tain as to whether 
TSA has properly answered that ve1y question. Despite allegedly conducting forensic 
testing on ---. t issue, the best TSA can offer to date is that 
because , it was no longer of the 

y t e AITs. Now ere in that response does TSA 
answer the ultimate question of should we be rel in on AIT screenin e ui ment which 
cannot detect items of that 

Conclusion 

As set forth above, TSA's INV re 01t is deficient at best. Based on its prior 
actions in this matter it is the opinion of at said rep01t is purposely 
Inisleading and self-se1ving. Mr. emains deeply concerned by the gap in security 
he believes exists with respect to these AITs. To be cleai·, TSA's INV reports provides 
~~~~~~~~~are able to properly and consistent! detect 

_____ _.... whether those objects be1;;;;;;;;;=~ 

--------- or any other item which is not part of the nonna uman 
anatomy. 

Wherefore, he requests that OSC remand this matter back to TSA for fmther 
investigation. 

Thank you. 
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Very truly yours, 
 

       
       

 
Enc. -



 
 
 
 
 

 
May 23, 2023 

 
Mr.  

 
 

Sent via email to:  and  
 

Re: OSC File No. DI-23-000586 
 
Dear Mr.  

 
The U.S. Office of Special Counsel (OSC) has completed its review of the information you 

referred to the Disclosure Unit. You alleged that employees of the Department of Homeland 
Security (DHS), Transportation Security Administration (TSA), Boston Logan International 
Airport (Boston Logan), Boston, Massachusetts, engaged in conduct that constitutes a 
substantial and specific danger to public safety. 

 
OSC is authorized by law to determine whether a disclosure should be referred to the 

involved agency for investigation or review, and a report. However, OSC does not have the 
authority to investigate disclosures. OSC may refer allegations of violations of law, rule, or 
regulation; gross mismanagement; a gross waste of funds; an abuse of authority; a substantial 
and specific danger to public health or safety; or censorship related to scientific research. 
Disclosures referred to the agency for investigation and a report must include information 
sufficient for OSC to determine whether there is a substantial likelihood of wrongdoing.  

 
You alleged that the Advanced Imaging Technology (AIT) machines at Boston Logan have 

failed to detect known security threats during TSA officer training exercises, including by failing 
to detect  distributed for the purpose of 
conducting TSA officer training exercises. You alleged that recent modifications to the 
algorithms utilized by the AIT machines have diminished the ability of the screening equipment 

 that could represent threats potentially 
compromising airport security. You informed OSC that you filed a complaint concerning these 
allegations with the DHS Office of Inspector General (OIG) in March 2023. 

 
As we discussed, OSC generally does not refer allegations of wrongdoing to the head of 

the agency involved where the agency has investigated or is currently investigating the same 
allegations. Following our May 2, 2023 discussion, TSA’s Office of Investigations informed OSC 
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Mr.  
Page 2 
 
that the Federal Security Director (FSD) and Boston TSA have opened an investigation of this 
matter and are conducting a fact-finding inquiry. Because we have determined that the FSD and 
Boston TSA are in the process of reviewing these allegations, we do not have a basis to refer 
this matter to the DHS Secretary at this time. However, if, at the conclusion of the fact-finding 
investigation, the agency has not taken appropriate action and you still have information 
indicating that there is a substantial and specific danger to public safety, you may re-file with 
our office at that time.  

 
Finally, our records indicate that you filed a complaint of prohibited personnel practices 

with our office on April 19, 2023. See OSC File No. MA-23-001439. If you wish to follow up on 
this matter, you may contact the assigned OSC attorney,  

 Because the Disclosure Unit does not review 
allegations of prohibited personnel practices, we will not take further action on this matter. 

 
Accordingly, we are closing our file. If you wish to discuss this matter further, please 

contact me at  
 
        
 
      
 
 
 
      
       Attorney, Disclosure Unit 
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Re: Determination in your case; DI-23-000586 (

.com>
Tue 5/23/2023 5:16 PM

To

Mr :

I received the closure letter.  We obviously have a lot of concerns. As we believe we conveyed to you at
the time of our discussion, the investigation conducted by the Agency was entitled:  Unauthorized
Testing/Tampering with Security Equipment. The investigation conducted was a fact finding into how my
client and others came to be aware of the security issue.  It was not an investigation into whether or not
the security issue exists.

Unless you have been told about another investigation, my client has no reason to believe that the
security threat he raised has properly been investigated by TSA.  Moreover, unless you have been told
otherwise there has been no information communicated to my client or any of the others involved in that
investigation as to its outcome.  My client was told that the Fact Finder has completed his investigation
and inquiry back in March.  Did the Agency tell you that it was done investigating or that it had an ongoing
investigation.  If it indicated that there is an ongoing investigation, once again, unless they told you
something different my client is only aware of the one Fact Finding referenced above which was
completed back in March such that any indication of an ongoing investigation would be a falsehood. 

Lastly, if there is a second ongoing investigation I can only say that such an investigation doesn’t seem to
be very interested in learning of the truth as my client has never been called into such an investigation nor
have any of the other individuals involved. 

I implore you to reconsider the decision to close this matter before getting satisfactory answers to the
above.  My client worries every day that he is allowing individuals into the airports secure area which have
not been properly and throughly vetted for all possible risks.  I would think that OSC would want to be
assured that TSA has actually investigated and taken action to ensure that these risks have been vetted
rather than simply take at face value the statement that an investigation has been done without any proof.

This is a serious matter and we do not feel that OSC’s investigation to date or lack thereof and it’s
willingness to close the file so quickly is giving this matter the kind of attention it deserves given what’s at
stake. 

I would appreciate speaking with you and your superiors if at all possible. 

Thank you.  

Sent from my iPhone

On May 23, 2023, at 4:50 PM,  wrote:

9/6/24, 8:57 AM Mail - .com - Outlook

https //outlook office com/mail/id/AAQkAGI2ZjQwY2U3LTFkZGEtNDU2OC1hOTQ2LTg3NDE4YzUzYWQ5YgAQANwm95kAD0otiybsESDvRfs%3D 1/2

-
-
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Good afternoon,
 
Please see attached for the Office of Special Counsel’s determination regarding your
disclosure, DI-23-000586.
 
Sincerely,
 

Attorney-Advisor
U.S. Office of Special Counsel | Disclosure Unit
1730 M Street, N.W., Suite 218 | Washington, DC 20036-4505
 
NOTICE: This message and any attachments may contain information that is sensitive,
confidential, or legally privileged. If you are not the intended recipient, please immediately
notify the sender and delete this email from your system; you should not copy, use, or disclose
its contents. Thank you for your cooperation.
 
<OSC Decision Letter, DI-23-000586 .pdf>

9/6/24, 8:57 AM Mail - .com - Outlook

https //outlook office com/mail/id/AAQkAGI2ZjQwY2U3LTFkZGEtNDU2OC1hOTQ2LTg3NDE4YzUzYWQ5YgAQANwm95kAD0otiybsESDvRfs%3D 2/2
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